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> il Includes
» 2 vendors/renesas/boards/r72n-envision-kit/aws_d
(2 wolfss|_demo

» = application_code
» (= config_files

v = demos & =i
» (& commaon
» & coreHTIP TovzINA Ui- 3PV OEREER:
» =2 coreMOQTT O 7 LEIF=(C)

» = demo_runner
> = dev_mode_key_provisioning
- (= device_defender_for_aws M En AL -OF-2sUEERIR: PROJECT_LOC bt

(= device_shadow_for_aws

® I LIUY (L)

[ greengrass_connectivity

» = include —
5 iobs foraws @ [ o ][ s

» [ network_manager
» [= ota l

17. J7AIWDI>I%EM

wolfssl_demo IAIACFEBSROTPA IV ERFRCU>IELTEMTS :
1. <base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.c

2. <base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.h

3. <base>¥wolfssl¥wolfcrypt¥test¥test.c

4. <base>¥wolfssl¥wolfcrypt¥test¥test.h

T4 ILDBIINTE T 93¢ wolfssl_demo TAILFEE 18 (RIERICHE B,
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BESY § =0
W if;"- aws_demos [HardwareDebug]
> 4 I FU-
» Tt Includes
» 2 vendors/renesas/boards/r72n-envision-kit/aws_d|
o Lg Wﬂlf‘HLdm
[k benchmark.c
» &y benchmark.h
> & key_datac
> [k key_datah
> I testc
> Lﬁ test.h
> [# user_settings.h
> [gh wolfssl_demo.c
» |[® wolfssl_demo.h
» k= application_code
(&= config_files
» = demos
» jp=> freertos_kemel
» (= HardwareDebug
i libraries
» = output
» = vendors
y @5 trash
a3 aws_demos.repc
{é} aws_demaos.scfg
= aws_demos HardwareDebug.launch
b % wolfssl

»

LY

18. wolfssl_demo JA)L4

AWS_DEMOS JOZ 1 MA>I)—RI7A IV ICZDIENN

aws_demos 70217 b0T0O/NT4 T, C/C++ EJLR > &E > Compiler > Y-X > (>9)L—
RIFAINERRZRT B T4 (AT EEBINT S,

& ${ProjDirPath}/../../../../../wolfss|

€ ${ProjDirPath}/../../../../../wolfssl|/IDE/Renesas/e2studio/RX72N/EnvisionKit

/wolfssl_demo

AWS _DEMOS JO> 14/ MM IUTOtyY - I700E NN

20



aws_demos 021/ b0JONTAT, C/C++ EJLR > &E >Compiler > Y- > SOt
wH -390 (LU TFZENT 3,

€ WOLFSSL_USER_SETTINGS

AWS_DEMOS JOZ1I7MMUZI9254T5UT74 L DB

aws_demos JO> 17 b0/ FT4 T, C/C++ EILR > EBE >Linker > Af1 > USH9354(40
SU-TJ74) (CELFZEBNMNT 3.

€ ${ProjDirPath}/../../../../../wolfssl/IDE/Renesas/e2studio/RX72N/EnvisionKit
/wolfssl/Debug/wolfssl.lib

7. WOLFSSL 7E5ZIDENN

wolfSSL_demo (ZTE7 VT —33>0—2¢LTIOS I NMTEMENTZ. SB(CCOFTEF VT —33
SREITIDDDEERITD. sHET

<base>¥venders¥renesas¥boards¥rx72n-envision-
kit¥aws_demos¥config_files¥aws_demo_config.h

(C#A-T2U. IRTE

#define CONFIG_CORE_MQTT_DEMO_ENABLED
ERDTUVBEFZIXY RTI N

#define CONFIG_WOLFSSL_DEMO_ENABLED

((ZEETD,
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iy 70522h-19270-5- R BESY =0
» 3 vendors/renesas/boards/re72n-envision-kit/aws_demc A ]
~ [F wolfssl_demo
> [g benchmark.c
5 [y benchmarkh
> [g key datac
> [y key_data.h
> [ testc
» [ testh
> [y user_settingsh
» [ wolfssl_demo.c
» [y wolfssl_dema.h
» (= application_code
v (= config_files

» [By aws_bufferpool_config.h

> |y aws_demo_canfig.h

7 1 @ws_ggd_contigh

> [y aws_iot_network_configh

> [By aws_mgtt_config.h

» [8 aws_ota_agent_config.h

» [y aws_secure_sockets_configh
5 [B aws_shadow_config.h

» [ aws_wifi_config.h

» [& core_http_config.h

> [ core_magtt_config.h

» [ core_pkesii_config.h

» [ defender_config.h

> [ defender_demo_config.h

» [ FreeRTOSApplicationConfig.h
» [ FreeRTOSConfigh

Wb BB
0o

W

w

W '
R i

N T
Wk DD

44

43

59

#define _AWS_DEMO_CONFIG_H_
#include “FreeRTOSApplicationConfig.h”

To run a particular demo you need to define one of these,
* Only one demo can be configured at a time

ENAB
53 | TITHREADED DEMO_ENABLED
3 ' S3_UPLOAD_DEMO_ENA
_CORE_MQTT_MUTUAL_AUTH_DEMO_ENA
_CORE_MQTT_CONNECTION_SHARING_DE!
DEVICE_SHADOW_DEMO_ENABLED
_DEVICE_DEFENDER_DEMO_ENABLED
_J085_DEMO_ENABLED
_GREENGRASS_DISCOVERY_DEMO_ENABLED
_TCP_ECHO_CLIENT DEMO_ENABLED
IG_POSIX_DEMO_EMABLED
CONFIG_OTA_UPDATE_DEMO_ENABLED

These defines are used in ifot demo runner.h for demo selection

/* demo is configured for MQTT */
—#if (OTA ==8 )
//  #define CONFIG_CORE MQTT MUTUAL_AUTH_DEMO_ENABLED
#define CONFIG_WOLFSSL_DEMO_ENABLED
TemT 1T ot iguTEd for OTA
—#elif ( OTA ==1)
#define CONFIG_OTA_UPDATE_DEMO_ENABLED
#endif

.y

/* Default configuration for all demos. Individual demos can override the

#define democonfigDEMO_STACKSIZE
#define democonfigDEMO_PRIORITY

19. ¥/0OMEM

&5IC, <base>¥demos¥include¥iot_demo_runner.h

EA-TOU. RIBITRHED#else DITOERIIC

#elif defined(CONFIG_WOLFSSL_DEMO_ENABLED)
#define DEMO_entryFUNCTION

2 TZEMNT 3.

22

wolfSSL_demo_task
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ity FoTb-T03T0-5- B =
= &= 7
=
v Rré aws_demos [HardwareDebug]
s 3 1470
> ol Includes

(8 vendors/renesas/boards/m72n-envision-kit/a

» (B wolfssl_demo

» (= application_code

» (= config_files

demos

» = common

5 coreHTTP

% coreMQTT

» (= demo_runner

» (= dev_mode_key_provisioning
= device_defender_for_aws
evice_shadow_for_aws

» (= greengrass_connectivity
nclude

[BL aws_application_version.h
» [ aws_clientcredential_keys.h
> [k aws_clientcredential.h

> [B) aws_demo.h

» m aws_iot_demo_networkh

» ﬁ aws_ota_codesigner_certificate.h

v =

» &= freertos_kemel
» (& HardwareDebug
5 [ libraries

#if defined( democonfigOTA UPDATE TASK STACK SIZE )

#undef democonfigDEMO_STACKSIZE
#define democonfigDEMO_STACKSIZE
#endif

democonfigOTA_UPDATE_TASK_STACK_SIZE

#if defined( democonfigOTA_UPDATE_TASK_TASK_PRIORITY )

sundef democonfigDEMO_PRIORITY
#define democonfigDEMO PRIORITY
#endif

#define DEMO_entryFUNCTION

#if defined( democonfigNETWORK_TYPES )
#undef democonfigNETWORK_TYPES
#define democonfTigNETWORK TYPES

#endif

democonfigOTA UPDATE TASK_TASK PRIORITY

121 = #elif defined( CONFIG_BLE GATT_SERVER_DEMO_ENABLED )

vGattDemoSvcInit

( AWSIOT_NETWORK_TYPE_BLE )

127 = #elif defined( CONFIG_MQTT_BLE TRANSPORT DEMO_ENABLED )

#define DEMO_entryFUNCTION

#if defined( democonfigNETWORK_TYPES )
#undef democonfigNETWORK_TYPES
#define democonTigNETHORK_TYPES

#endif

RunMQTTBLETransportDemo

( AWSIOT_NETWORK_TYPE_BLE )

- #elif defined( CONFIG_SHADOW_BLE TRANSPORT DEMO_ENABLED )

#define DEMO_entryFUNCTION

#if defined( democonfigNETWORK TYPES )
#undef democonfigNETWORK_TYPES
#define democonfTigNETWORK_TYPES

#endif

#define DEMO_entryFUNCTION

#define DEMO_entryFUNCTION

RunShadowBLETransportDemo

( AWSIOT_NETWORK_TYPE_BLE )

= #elif defined( CONFIG_CLI_UART_DEMO_ENABLED )

vRunCLIUartDemo

= #elif defined( CONFIG_DEVICE DEFENDER DEMO_ENABLED )

RunDeviceDefenderDemo

= #elif defined(CONFIG_WOLFSSL_DEMO_EMABLED)

#define DEMO_entryFUNCTION

wolfSSL_demo_task

<

= gelse /* if defined( CONFIG_CORE MQTT BASIC TLS DEMO_ENABLED ) */
/2

if no demo was defined there will be no entry point defined and we will not be abl
#error "No demo to run. One demo shculd be enabled”

fendif /* if defined( CONFIG_CORE_MQTT_BASIC_TLS DEMO_ENABLED ) */

(52 mE | @ - 2

20.

AV=t-F5utf- D AV-+-F2270

I>MN)-BEEDEE

COBNICEOT wolfSSL_demo FRIMBIRENEITINBETEEL RO,

FTEFP IV —23>0OEIT

wolfssl_demo #Z4(% 3 DOFMEE— REIF->TLS, NSIE wolfssl_demo.h RICERE(ICELOT
YD Z3TENBIHETH B,

& #define CRYPT_TST

€ #define BENCHMARK

& #define TLS_CLIENT
DUVINH—DZBRNCTBIETYINEZ S,

WMHEBRESTERTT T URRBEIL REITD, wolfssl TOS 19 M SLRICEIVRU. ZDET aws_demos JO>

I7bzEINRT B,
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FET IV —2a>DOEITET I\ HEEER DD TITI. TERITHORR(E Renesas Debug
Virtual Console TR TE.

CRYPTO-TEST 7%

Renesas Debug Virtual Console #A—7>ULTHWTT/\wI %79 3L, CryptTest THHE
ITENERENFTRENS,

Y - =x: o Vo B2k B

error test passed!
MEMORY  test passed!
basetd  test passed!

asn test passed!
RANDOM  test passed!
MDS test passed!
MD4 test passed!
SHA test passed!

SHA-256 test passed!
SHA-512 test passed!
Hash test passed!
HMAC-MD5 test passed!
HMAC-SHA test passed!
HMAC-S5HA256 test passed!
HMAC-SHAS12 test passed!

GMAC test passed!
Rabbit test passed!
DES test passed!
DES3 test passed!
AES test passed!

AES192  test passed!
AES256  test passed!
AES-GCHM test passed!

RSA test passed!
PWDBASED test passed!
ECC test passed!

ECC buffer test passed!
CURVE25519 test passed!
logging test passed!

mutex test passed!

crypto callback test passed!
Test complete

End wolfCrypt Test

21. Crypt-test 7EDHE S

24



CRYPTO-BENCHMARK T

o T e

R TR S

|
Start wolfCrypt Benchmark

wolfCrypt Benchmark (block bytes 1824, min 1.8 sec each)

RNG 2 MB tock 1.0@5 seconds, 2.889 MB/s
AES-128-CBC-enc 1 MB tock 1.882 seconds, 1.438 MB/s
AES-128-CBC~- ﬁé‘ 1 MB took 1.816 seconds, 1.353 MB/s
AES-192-CBC-e 1 MB took 1.9084 seconds, 1.313 MB/s
AES-192-CBC- dec 1 MB took 1.818 seconds, 1.282 MB/s
AES-256-CBC-enc 1 MB took 1.8€8 seconds, 1.211 MB/s

AES-256-CBC-dec 1 MB took 1.8@8 seconds, 1.187 MB/s
AES-128-GCM-enc 650 KB tock 1.887 seconds, 645.738 KB/s

AES-128-GCM-dec 658 KB took 1.887 seconds, 645.546 KB/s

AES-192-GCM-enc 625 KB toock 1.889 seconds, 619.364 KB/s

AES-192-GCM-dec 625 KB took 1.0€9 seconds, 619.132 KB/s

AES-256-GCM-enc 688 KB tock 1.6@7 seconds, 595.888 KB/s

AES-256-GCM-dec 602 KB took 1.887 seconds, 596.887 KB/s

GMAC Default 1 MB toock 1.00@ seconds, 1.214 MB/s

RABBIT 8 MB took 1.883 seconds, 8.253 MB/s

3DES 525 KB took 1.848 seconds, 564.856 KB/s

MDS 24 MB took 1.6@1 seconds, 24.397 MB/s

SHA 11 MB took 1.08@ seconds, 18.984 MB/s

SHA-256 12 MB took 1.80@2 seconds, 11.651 MB/s

SHA-512 625 KB took 1.889 seconds, 619.364 KB/s

HMAC-MD5 24 MB took 1.€@1 seconds, 24.885 MB/s

HMAC-SHA 11 MB took 1.008 seconds, 18.791 MB/s

HMAC-SHA256 11 MB took 1.882 seconds, 11.428 MB/s

HMAC-5HAS12 625 KB took 1.826 seconds, 609.459 KB/s

PBKDF2 672 bytes took 1.888 seconds, 666.3482 bytes/s

RSA 2848 public 94 ops took 1.8@5 sec, avg 10.691 ms, 93.532 ops/sec

RSA 2848 private 2 ops took 1.322 sec, avg 660.888 ms, 1.513 ops/sec

ECC [ SECP256R1] 256 key gen 6 ops took 1.835 sec, avg 172.467 ms, 5.798 ops/sec
ECDHE [ SECP256R1] 256 agree 6 ops took 1.834 sec, avg 172.300 ms, 5.8@4 ops/sec
ECDSA [ SECP256R1] 256 sign 6 ops took 1.844 sec, avg 174.800 ms, 5.747 ops/sec
ECDSA [ SECP256R1] 256 verify 4 ops took 1.33@ sec, avg 332.50@ ms, 3.908 ops/sec
CURVE 25519 key gen 4 ops took 1.817 sec, avg 254.325 ms, 3.932 ops/sec

CURVE 25519 agree 4 ops took 1.815 sec, avg 253.758 ms, 3.941 ops/sec

Benchmark complete
End wolfCrypt Benchmark

22. Crypt-benchmark 7EDH 13

TLS-CLIENT 7%

TLS_CLIENT (U TOTEZITIIHACE. TLS BIEOHEF A ERZHET VT -3 M ETH
%o WOIfSSL /\wor—SICECORRICERTEZ Y IV IO S LAAEEIN TV, COTOJS AL
WOIfSSL ZE )L RFBETHREN S, wolfSSL DE)LRIC(E gee A R=)LEaN T3 Linux

(MacOS. WSLEE8) TOEJLRE VisualStudio Z DM TOE L RIEEETEHD. AT Tld WSL
LTOENREBN TS,
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$ cd <base>/wolfssl
$ ./autogen.sh

$./configure —enable-ecc —enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA
-DHAVE_ALLCURVES -DHAVE_ECC”

$ make

$ ifconfig

make IYYROEITTIS-NRELITHETURLS, TLS H=N\-7 Vs -3 b4mMEN THDET
BIBEIMRBE(CIRDTUWVB, TLS H— =7 —23>MEITORIC, "ifconfig”Iv> RERITUTET
N2>0 IP v4 7 RL ZZBUSL THK. CORUSUIZT RL A% wolfSSL_demo.c AD
TLSSERVER_IP Y/0ICG%ET .

—73. IR—RAID IP 7 RLRFA T OXIONDREEZZEE I DL TITA D,
- ipconfigUSE_DHCP (FreeRTOSIPConfig.h )
- configIP_ADDRO ~ configIP_ARRE3 (FreeRTOSConfig.h J)

TNy BERNTRITIDHEHDINIYT —/\—L0) TCP #ik CRIENHIIHA(CE, LRHEZEEL
T, 5289 IP 7 RLRZR— NTERTE I B Lz 8D

TLS B—N=7IVr—23a>OETFROIV REATZ 3> TITS,

$ .Jexamples/server/server -b -d -i
FEROY-N—-TITVr—33>%RITIEIIREET TLS__CLIENT OFE2E179 %L TLS BENT

DN TROEINESNS, TLS 517> M cipher-suite 2Z X BNSIEDIRLY -\ 7)o —23
IC TLS 5652115,
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=1 "1| f? af jT kb|

TLS_Client demo
- with TSIP

cipher : ECDHE-RSA-AES128-GCM-SHA2S6
Received: I hear you fa shizzle!

cipher : ECDHE-RSA-AES12B-5HA256
Received: I hear you fa shizzle!

cipher : AES128-SHA
Received: I hear you fa shizzle!

cipher : AES128-5HA256
Received: I hear you fa shizzle!

cipher : AES256-SHA
Received: I hear you fa shizzle!

cipher : AES256-5HA256
Received: I hear you fa shizzle!

End of TLS_Client demec.

- TLS server address:192.168.1.14 port: 11111

23. TLS-Client FEE4TREOR— MUDH (1)

Y-N—SIAZEOEE GREIHRNOEE)

EREY-N-T7I)r—2a MR I 30 —/\—5EAE(C RSA NSNS EFNS (RSAFRAE) %=
B IIESE A — MMERENTLVZ, TSIP TEZDEFMNIY—/\—SEBRE(C ECC NM#EZSDIE
& (ECDSA 5%3F) Bikx%. ECDSA ZEDIES{ER1 — MefERURWMEE(C(E.

user_settings.h ZfE, USE_ECC_CERT E&EZBMIELT. aws_demos 7017 M BEIL

NCEA

&5, MEFBH—N=7TVT-23>DESTEU T DOLIC ECC NE#e ALY —/\—SEAEL

WERITAINEATS > TIRELTEITI S,

$ .Jexamples/server/server -b -d -| -c ./certs/server-ecc-.pem -k ./certs/ecc-key.pem

27



EITRREVTUTHFRREINS.

B Renesas Debug Virtual Console i3 _ " EREL TAI N

TLS_Client demo
- TLS server address:192.168.1.14 port: 11111
- with TSIP

|cipher : ECDHE-ECDSA-AES128-GCM-SHA256
Received: I hear you fa shizzle!

cipher : ECDHE-ECDSA-AES128-SHA256
Received: I hear you fa shizzle!

End of TLS_Client demo.

24. TLS-Client FEE4TEOR— MUDH I (2)

1-H-HAELR ROOT CA SEAEAFIAT 3 HACHERT

AYSTINTOISATIE TLS_Client £LTEWFI BBRICHER RootCA SEAZE LS TS —N-7
TV =23 hMERAT Y -/ —SEAE RS FHE A TOHFI AR EEREEAE Thd . HaesTHli %2
ZIBHTHIAIZHE(C(E RootCA SEFAEZ 1 - -B B TREI 2NENHD. TNUCHEL.

1. Provisioning Key
2. RoOOtCA SEHAZEDIREEDA(CHE TR RSA #EXY
3. RoOtCA iEBAE% F5EM RSA MRS TERUILER

MHE(CRD ., TNEDER G EE Renesas fHRHEOY =17 )V =SB O,
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TERREMRECHERRIER (R—K, MCU. TSIP &£ wolfSSL) ZEAIZHA MOUSITHD.

RENESAS SITES
» Renesas wiki page for RX72N Envision Kit (https://github.com/renesas/rx72n-

envision-kit/wiki/)

» Renesas RX MCUs (https://www.renesas.com/us/ja/products/microcontrollers-

microprocessors/rx-32-bit-performance-efficiency-mcus/)
» Renesas Trusted Secure IP Driver(TSIP)
(https://www.renesas.com/us/ja/software-tool/trusted-secure-ip-driver/)

WOLFSSL SITES

> wolfSSL Website (http://www.wolfssl.jp/)
» WwolIfSSL Renesas page (https://www.wolfssl.com/docs/renesas/)

» wolfSSL TSIP support page (https://www.wolfssl.com/docs/wolfssl-renesas-
tsip/)

Uy el N D2/ N N

ZE/E. info@wolfssl.jp FTHBREVEDELZEWV TVZHILHIR—NIOWTIE,
support@wolfssl.com [CBBVWEHELIZEL,

29



